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ABSTRACT

centers are employed to share data values to the

attacker to prevent legitimate users from using r

are generated in a “many to one” dimension. In

are gathered to send useless service requests, pac

the service degradation, availability gest problems under cloud servi

running in the cloud. >
initiate applicatio ilities. ‘ degrades the service provided by the target application
acks ghanges the message sequence at every successive

services to rent computation and storage capacity, in a way as
transparent as possible, gfving the impression of ‘unlimited resource availability’. Such resources
are not free. Therefore, cloud providers allow customers to obtain and configure suitably the
system capacity, as well as to quickly renegotiate such capacity as their requirements change, in
order that the customers can pay only for resources that they actually use. Several cloud
providers offer the ‘load balancing’ service for automatically distributing the incoming
application service requests across multiple instances, as well as the ‘auto scaling’ service for
enabling consumers to closely follow the demand curve for their applications.
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In order to minimize the customer costs, the auto scaling ensures that the number of the
application instances increases seamlessly during the demand spikes and decreases automatically
during the demand lulls. For example, by using Amazon EC2 cloud services, the consumers can
set a condition to add new computational instances when the average CPU utilization exceeds a
fixed threshold. Moreover, they can configure a cool-down period in order to allow the
application workload to stabilize before the auto scaling adds or removes the instances. In the
following, we will show how this feature can be maliciously exploited by a stealthy attack,
which may slowly exhaust the resources provided by the cloud pr for ensuring the SLA,
and enhance the costs incurred by the cloud customer.

2. RELATED WORK

it is one of the few approaches that target fals
Markov is based upon one-step transmons fro
matrices for each user from, resp

satisfactory.

The Hybrid M
model cannot be
observed in the

between
perfor gthods. The main idea underlying the compression
approach is om the same user should compress at about the same ratio.
Instead, data i ser will compress at a different ratio. Among the proposed
i st performance. Incremental Probabilistic Action Modeling
(IPAM) is based u step command transition. It estimates the probability of each
transition from the trainilg data set and uses it to predict the sequence of user commands. Too
many false predictions”signal a masquerader. This method is in the lowest-performing group.
Sequence-matching computes a similarity match between the user profiles and the corresponding
sequence of commands. Any score lower than a threshold signals a masquerader. Its performance
on the SEA data set is not very high.
Support Vector Machine (SVM) denotes a set of machine learning algorithms for binary
data classification. It exploits a set of support vectors in the training data that outlines a hyper
plane in feature space. SVM can potentially learn a large set of patterns but it results in high false
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alarm rates and a low detection rate [4]. Furthermore, the user profile has to be updated to reduce
false alarms. Szymanski and Zhang propose a recursive data mining approach that discovers
frequent patterns in the sequence of user commands, encodes them with unique symbols, and
rewrites the sequence with the new coding. Then, a one-class SVM classifier detects
masqueraders. This approach demands mixing user data and may not be ideal or easily
implemented in real-world. It also suffers of some of the SVM shortcomings. Maxion and
Townsend applied a Naive Bayes classifier widely used in text classification tasks and that
classifies sequences of user-command data into either legitimate querader. The method
has not yet achieved the level of accuracy for practical deploym ash et al. [6] introduced an
episode based Naive Bayes technique that extracts meaningf des from a long sequence of
commands.

the user profile. Alok et al. integrates a Naiy€ Bayes approach with one based on a weighted
radial basis function, WRBF, similarity. The Naive Ba i includes’information on the
the WRBF similarity takes
mands, f, and the weight
etween an input frequency

Bayes and the W i . Lastly, it does not update the user profile and
neglects the lo i ser commands. Dash et al. [6] introduced an adaptive
Naive Bayes approach [

Malek and ore J2] have modeled user OS commands as bag-of-words without
timing information. sed a one-class support vector machine to achieve a better
performance than thresold based comparison with a distance metric. The ability of sequence
alignment algorithms to find areas of similarity can be exploited to differentiate legitimate usage
from masquerade attacks. To do so, a signature of the normal user behavior should be created by
collecting sequences of audit data. Then, this signature is aligned with audit data from monitored
sessions to find areas of similarity. Areas that do not align properly are assumed to be
anomalous, and several anomalous areas are a strong indicator of masquerade attacks. Among
sequence alignment algorithms such as global, local and semi-global alignments, the most
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efficient one is semi-global alignment. Adesina et al. [3] modified the scoring function of the
semi-global alignment algorithm to improve the detection efficiency. They used a systematically
generated ASCII coded sequence audit data from Windows and UNIX systems as simulations for
the intrusion data set. A real time evaluation using one of the current data sets is missing.

Coull et al. modified the Smith-Waterman alignment algorithm a semi-global alignment
algorithm that is described with some evolutions and enhancements [7]. Different techniques in
terms of the Receiver Operator Characteristic (ROC) curves and the Maxion-Townsend cost
function and it shows that SGA achieves the best performances. axion-Townsend cost
function rates a masquerade detection algorithm and defines the

Cloud Computing is an emerging paradi
resources and services according to an on-deman

system. Such attacks have
odel. Specifically, in cloud

fforts have been devoted to the detection of DDoS attacks in

ntion mechanisms usually use approaches based on rate-

ase threshold, and pattern-matching methods to discriminate

between the nominal peration and malicious behaviors. On the other hand, the attackers

are aware of the presép€e of such protection mechanisms. They attempt to perform their

activities in a “stealthy” fashion in order to elude the security mechanisms, by orchestrating and

timing attack patterns that leverage specific weaknesses of target systems. They are carried out

by directing flows of legitimate service requests against a specific system at such a low-rate that

would evade the DDoS detection mechanisms, and prolong the attack latency, i.e., the amount of
time that the ongoing attack to the system has been undetected.

This paper presents a sophisticated strategy to orchestrate stealthy attack patterns against

applications running in the cloud. Instead of aiming at making the service unavailable, the
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proposed strategy aims at exploiting the cloud flexibility, forcing the application to consume
more resources than needed, affecting the cloud customer more on financial aspects than on the
service availability. The attack pattern is orchestrated in order to evade, greatly delay the
techniques proposed in the literature to detect low-rate attacks. It does not exhibit a periodic
waveform typical of low-rate exhausting attacks [8]. In contrast with them, it is an iterative and
incremental process. In particular, the attack potency is slowly enhanced by a patient attacker, in
order to inflict significant financial losses, even if the attack pattern is performed in accordance
to the maximum job size and arrival rate of the service requests all in the system. Using a
simplified model empirically designed, we derive an expressi or gradually increasing the
potency of the attack, as a function of the reached service de

Strategy (SIPDAS) can be applied to sever

vulnerabilities, in order to degrade the servi
cks which change message
detection mechanisms [9].

0 detect sophisticated low-rate DDoS
g polymorphic behavior induces enough

Brute-force attacks are raised against through specific periodic, pulsing and low-rate
traffic patterns. Rate-controlling, time-window, worst-case threshold and pattern-matching are
adapted to discriminate the legitimate and attacker activities. Stealthy attack patterns are raised
against applications running in the cloud. Slowly-Increasing- Polymorphic DDoS Attack
Strategy (SIPDAS) can be applied to initiate application vulnerabilities. SIPDAS degrades the
service provided by the target application server running in the cloud. Polymorphic attacks
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changes the message sequence at every successive infection to avoid signature detection process.
Slowly-increasing polymorphic behavior induces enough overloads on the target system. XML-
based DoS (XDoS) attacks to the web-based systems are applied as the testing environment for
the attack detection process. The following drawbacks are identified from the existing system.

« SIPDAS based attack detection is not supported

» Polymorphic behavior identification is not adapted

» Application level vulnerability detection is low

« Service degradation and resource consumption cost analysis |

5. STEALTHY DOS ATTACKS ON CLOUD SE

5.1. DoS Attacks Against Cloud Applications
In this section are presented several atta
implement the proposed SIPDAS attack pattern
consider DDoS attacks that exploit applicati ulnerabitities, including: th
attack that exploits the high memory cafsumption of XML processi
Cryptography that exploits the flexible usab ments defined by the WS-
Security specification the Resource Exhaustio f messages that are correct
regarding their message structure hat are not properly correl@ted to any existing process

achieve, and the requir@ents the attack pattern has to satisfy to be stealth. Recall that, the
purpose of the attack against cloud applications is not to necessarily deny the service, but rather
to inflict significant degradation in some aspect of the service, namely attack profit PA, in order
to maximize the cloud resource consumption CA to process malicious requests. In order to elude
the attack detection, different attacks that use low-rate traffic have been presented in the
literature. Therefore, several works have proposed techniques to detect low-rate DDoS attacks,
which monitor anomalies in the fluctuation of the incoming traffic through either a time or
frequency-domain analysis. They assume that, the main anomaly can be incurred during a low-
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rate attack is that, the incoming service requests fluctuate in a more extreme manner during an
attack. The abnormal fluctuation is a combined result of two different kinds of behaviors: (i) a
periodic and impulse trend in the attack pattern, and (ii) the fast decline in the incoming traffic
volume. Therefore, in order to perform the attack in stealthy fashion with respect to the proposed
detection techniques, an attacker has to inject low-rate message flows @aj= [@j1, . . ., ®jm], that
satisfy the following optimization problem:

5.3. Attack Approach
In order to implement SIPDAS-based attacks, the followipg’Components are involved:
a Master that coordinates the attack;
n Agents that perform the attack; and
a Meter that evaluates the attack effects.
The approach implemented by each Agent
the cloud computing. It has been specialized
performed by injecting polymorphic bursts
attack is either successful or detected. Each b
average level of load Cg. In particular, we ass
of the flow ®,; during the period T.

her detected, or the average message rate of the next burst to

last case, the Agent notifies to the Master that the maximum

continues to inject messages formatted according to the last
level of load CR rea

6. CONCLUSION

Cloud resources are shared with mutual and commercial models. Slowly-Increasing-
Polymorphic DDoS Attack Strategy (SIPDAS) is adapted to initiate DDoS attacks on the clouds.
Cloud Intrusion Detection System (CIDS) is constructed to discover the SIPDAS attacks with
flow correlation analysis. Polymorphic behavior identification and cost analysis methods are
integrated with the CIDS. Cloud Intrusion Detection System (CIDS) is build to discover slowly-
Increasing- Polymorphic DDoS Attack Strategy (SIPDAS). The CIDS controls the resource
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consumption and cost factors. The system minimizes the application level vulnerabilities. Attack
behavioral changes are automatically detected by the system.
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