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ABSTRACT
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as Amazon and others are able to deliver various service to

data centers. By shifting the local data management systems
into cloud servers an s may enjoy high quality services and save significant investments on
them local infrastructure of the most fundamental services are offered by cloud providers was
data storage. Let's considgfa limited data application the company allows its staffs in the same group
or department to stored and shared files in the cloud. By utilizing the cloud that the staffs could be
completely released from the troublesome local data storehouse and maintenance. However, it is also
poses a significant risk to the confidentiality of those stored files. Specifically the cloud servers is
managed by cloud providers is not fully trusted by users while the data files stored in the cloud might
be confidential and sensitive such as business plans. To preserves data privacy is primary solution for
encrypt data files and then uploaded the encrypted data into the cloud [2]. Unfortunately, the
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designing of the efficient and secure data sharing scheme for groups in the clouds is not an easy task
due to the following challenging issues.

First of all identity the privacy is being one of the most significant restriction for the wide
deployment of cloud computing. Here not holding the guaranteed of identity privacy user may be
unwilling to append in cloud computing systems because their real identities can be easily disclose to
cloud providers and also attackers. On the other hand its unconditional identity privacy might incur
the abuse of privacy for example the misconduct staff could decei ers on the company to
sharing false files without being traceable. Therefore, traceability which are enables the TPA to
expose the real identity of a user’s are also highly desirable.

owner manner. Compare with the single owner
and modify data in the cloud, the multiple own
More concretely, each users in the groups are so modify his or her
t the least so that groups are
employee revocation in the

can learn the content of data files
new granted users to contact with

increasing with the num data owners as well as the number of revoked users, respectively. By
setting the group with a single attribute, we proposed a secure provenance scheme is established on
the cipher text policy attribute established encryption technique, which are allows any member in a
group to share data with others. However, the issue of user revocations is not addressed in their
scheme. We presented a scalable and fine grained data access control scheme on cloud computing
based on the key policy attributes based on by encryption technique with the implementation of
Proxy Server. Unfortunately, the single owner manner hinders the adoption of theirs scheme into the
case, where all users are granted to store and share data. Hence we are implementing a group based
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Data owner system.

2.0VERVIEW

The main aim of the project is to support dynamic groups efficiently. We provide secure and
privacy-preserving access control to users, which guarantees any member in a group to anonymously
utilize the cloud resource. To achieve secure data sharing for dynamic groups in the cloud, we expect
to combine the group signature or group master key and dynamic broadcast encryption techniques.

Specially, the group signature scheme enables users to a ously use the cloud resources,
and the dynamic broadcast encryption technique allows data ecurely share their data files

computation overhead of users for encryption

independent of the revocation users. The pr

generates the private and public key of each gr ion for the access of file can be
restricted. Revocation is user is performed if any ated action on any data in the
cloud. Also if a data has been modifie e user it will be detected;ypenalized and the code will be
regenerated by the proxy.

In this the user
revocation list (RL),
confidentiality agai

e cloud will send that request to the group manager once
cloud will time to access the data but if the group manager did
not give permission for access of the data.

Advances in networking technology and an increase in the need for computing resources
have prompted many organizations to outsource their storage and computing needs. This new
economic and computing model is commonly referred to as cloud computing and includes various
types of services such as: infrastructure as a service (laaS), where a customer makes use of a service
provider’s computing, storage or networking infrastructure; platform as a service (PaaS), where a
customer leverages the provider’s resources to run custom applications; and finally software as a
service (SaaS), where customers use software that is run on the provider’s infrastructure. Cloud
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infrastructures can be roughly categorized as either private or public. In a private cloud, the
infrastructure is managed and owned by the customer and located on-premise (i.e., in the customer’s
region of control). In particular, this means that access to customer data is under its control and is
only granted to parties it trusts. In a public cloud the infrastructure is owned and managed by a cloud
service provider and is located off-premise (i.e., in the cloud service provider’s region of control).
This means that customer data is outside its control and could potentially be granted to untrusted
parties.

Storage services based on public clouds such as Micro s Azure storage service and
Amazon’s S3 provide customers with scalable and dynamic By moving their data to the
cloud customers can avoid the costs of building and mai

the biggest hurdle to the adoption of cloud stor
the confidentiality and integrity of data. While, been willing to trade privacy
ndars, pictures etc...), this is
uctance can be attributed to

responsible for keepin
So while cloud stor e issues of confidentiality and integrity are
e reluctant to make the move. To address the concerns

sely, such a service should provide (at least): confidentiality:

learn any information about customer data integrity: any

unauthorized modifi of customer data by the cloud storage provider can be detected by the

customer non repudiatio access to customer data is logged, while retaining the main benefits of
a public storage service:

Availability: customer data is accessible from any machine and at all times

Reliability: customer data is reliably backed up

Efficient retrieval: data retrieval times are comparable to a public cloud storage service
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Data sharing: customers can share their data with trusted parties.

An important aspect of a cryptographic storage service is that the security properties
described above are achieved based on strong cryptographic guarantees as opposed to legal, physical
and access control mechanisms. We believe this has several important benefits.

There are number of similar works has been contributed by number of users. A secure data
regeneration scheme for cloud storage has been developed which i es a new cryptographic
method for secure Proof of Ownership (PoW), based on the joint of convergent encryption and
the Merkle-based Tree, for improving data security in cloud systems, providing dynamic

idea consists in using the

It propose a solution that provides both
by each technique. ClouRegen makes use o ents the dictionary
attacks. The components involved in ClouReg storage provider, a metadata
ntiality even for predictable
and block-level regeneration.

Convergent encryption (CE) 4
solutions between regenerati
based on the data provi

wn weaknesses despite of its suitability. One
, in which an attacker manages to generate a potential

servers. While clou ge qffers compelling scalability and availability advantages over the
current paradigm of “on ng and maintaining its own IT systems and data”, it does not come
without security concerns#This has led to studies on cloud storage security and efficiency, which are,
however, addressed separately as we discuss below. From the perspective of cloud storage security,
there have been two notable notions:

Proof of Data Possession (PDP):

This notion was introduced by Ateniese et al. [2]. It allows a cloud client to verify the
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integrity of its data outsourced to the cloud in a very efficient way (i.e., far more efficient than the
straightforward solution of downloading the data to the client-end for verification). This notion has
been enhanced in various ways [8, 3, 15].

Proof of Retrievability (POR):

This notion was introduced by Juels and Kaliski [10]. Compared with PDP, POR offers an
extra property that the client can actually “recover” the data outsourc e cloud (in the flavor of
“knowledge extraction” in zero-knowledge proof). This notion hagfbeen enhanced and extended in
multiple aspects From the perspective of cloud storage effi deduplication technique has
become a common practice of many cloud vendors. In our i protocol the TPA needs to
store only a single cryptographic key irrespective of the ile F and two functions
which generate a random sequence. The TPA does notstore a TPA before storing
the file at the archive, pre-processes the file and me meta data to
archive. At the time of verification the TPA usegthis meta data to verify the inte of the data. It is
important to note that our proof of data integr rotocol j s the inteQrity of data. But the
data can be stored, that is duplicated at redunda ent the data loss from natural
calamities. If the data has to be modified which involves updation, iaSertion and deletion of data at
the client side ,it requires an a i its. So this scheme supports

dynamic behaviour of data.

4. PROBLEM STAJEM

ie-block keys. However, it brings about a heavy key
e sharing. Additionally, the file-block key needs to be updated

5.SYSTEM MOD

5.1Cloud Server

A local Cloud which provides priced abundant storage services are been created in this
module. The users can upload their data in the cloud. This module can be developed where the cloud
storage can be made secure. The cloud is not fully honorable by users since the CSPs are very likely
to be outside of the cloud users’ trusted domain. Similar to that the cloud server is genuine but
curious. That is, the cloud server will not maliciously delete or modify user data due to the protection
of data investigating schemes, but will try to learn the content of the stored data and the identities of
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cloud users. This essentially means that the owner (client) of the data moves its data to a third party
cloud storage server which are supposed to presumably for a fee truly store the data with it and
provide it back to the owner whenever required.

The cloud server provides privilege to generate secure multi-owner data sharing scheme
called MONA. It denotes that any user in the group can securely share data with others by the cloud.
This scheme is able to support dynamic groups comfortably. Respectively, new granted users can
directly decrypt data files uploaded before their participation witho acting with data owners
but within the group.

5.2 Proxy Server Deployment

Group manager takes charge of followings,
1. Signature Generation
1) Signature Verification

2) Content Regeneration

Upposed to be much more powerful than the
erms of computation and memory capacity. To save
resources as
repairing,
ner cannot always stay online in practice, in order to other
cloud server.

¥

\
Usergroupl [
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X —
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Fig. 1 Cloud Regeneration Architecture
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6.MERKLE HASH TREE BASED ARCHIVING:

This technique tries to verify a proof that the data stored by a user at cloud is not modified and
thereby the integrity of the data is assured. Cloud archive is not defrauding the owner, if cheating, in
this context, means that the storage archive might delete some of the data or may magnify some of
the data. While developing proofs for data possession at untrusted cloud storage servers we are often
defined by the resources at the cloud server as well as at the client. keep the storage available and
verifiable after a malicious corruption, we introduce a semi-trusted proX¥ainto the system model and
provide a privilege for the proxy to handle the reparation of the c blocks and authenticators. It
generates signature using OAEP based key delegation which pr unique private and public key
for each group registered in the cloud. So the users can ac ument provided by its own
group only.

[Data| [Data| [Data
block block! [block
2 3 4

A Merkle-Hash Tree
cument using private key of the other groups. If he

all pértion of the file F unlike in the key has scheme which
tire file F for each protocol verification. If the prover had

suppressed a numbe

7.CONCLUSION

In this paper, we propose a public investigating scheme for the regenerating-code-based
cloud storage system, where the data owners are privileged to delegate TPA for their data validity
checking. To protect the original data privacy against the TPA, we randomize the coefficients in the
beginning rather than applying the blind technique during the auditing process. Considering that the
data owner cannot always stay online in practise, in order to keep the storage available and verifiable
after a malicious corruption, we introduce a semi trusted proxy into the system model and provide a

107

INTERNATIONAL JOURNAL OF RESEARCH IN SCIENCE AND TECHNOLOGY




International Journal of Research in Science and Technology http://www.ijrst.com

(RST) 2016, Vol. No. 6, Issue No. I, Jan-Mar e-1SSN: 2249-0604; p-1SSN: 2454-180X

privilege for the proxy to handle the reparation of the coded blocks and authenticators. To better
appropriate for the regenerating-code-scenario, we mapping our authenticator based on the BLS
signature. This authenticator can be efficiently generated by the data owner simultaneously with the
encoding procedure. Extensive analysis shows that our scheme is provable secure, and the
performance evaluation shows that our scheme is highly efficient and can be feasibly integrated into
a regenerating-code-based cloud storage system.
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